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ˌ╬♬Ṓ┬ Ợ̆╥∟╬ : ̓ϿṨֹו∟̆╥┬

1. ̩ ╬♬Ṓ┬ Ợ̆ḛỸ⅝╬:

№ṥ̎ (˳ ) 59%

Өὣ

ϼṥּר∙̃╢┘ 7.8% ṥד╢ Ὂ
6.8% 5.9%

͖ 2
0.5%

2. ˌ╬♬Ṓ┬ Ợᴗ:
┬ ẍҵѤ ╪ʺ◑и╖Ϯ

ˌ╬♬Ṓ┬ ˠὡᴛѤϿṨֹו∟̆╥┬ ╪җи╘ὡ ᵑṒ▐

Өὣ ₐ

ỢϿṉ Ợᶛ︡ᾎ
ˌ╬♬Ṓʺ ӈ ▀╙
Ṩ ╪ᶉ▀╙₡ḛἾ ˿

(17Ц NỢ)

̕ᵙ▫ תּ╪ ‰ҥ╪
̓♬⁄Ἄ ♣ụ₡ᵆᴛ420ᶘ
ˌ╬♬ṒЯ (17ЦWỢ)

Ɩᴏ‰ USBŋ╪∟וֹ
ˌ╬♬Ṓ 8 ᵣˠ╙┬ ,  
ҍ ‰▫⁄˭ ᵰ (14Ц K, N, LỢ)

Ɩ Ợ ╪∟וֹ ἌḲҥ╪ ᵑ
ᶟמʺⱨʺ וֹ╪ Ợ⁄Ἄ
ᵡ ⁄ ↔ (15Ц CỢ)

Ɩᾐἵ⁄Ἄ Ḛ╘לḊḴ ,╪ᵒ╙
̆ˍ♬Ṓᾎᾅ ⁄░ᴏ
ʺ░▫ˌ╬♬Ṓᵑ Ṭḹ╖ᴛⱳ
(16Ц LỢ)

ᵒₐ ә

ƖURL⁄ Я ӇѤ╬Ҧᾅ˃ṉ˿ᾎ
˞Ѿ́שּ╬ ΏѤתּ –♩╪↔,  
ˌ╬♬Ṓ (12Ц KỢ, 16Ц AỢ)

ƖῸἛ ӥʺ ҅͛ᶉ▀ᴛ PCŋ

ˁ₀ᾎ ˌ╬♬Ṓ

(11Ц SỢ, 14Ц K͙ ̕, 16Ц IỢ)

Ɩ תּ╪ ᴛ͎╬‚ᾏ⁄ SQL̯ ᶷ
╙ừ░ ̕ᵙ▫̾ Ӧ DB
ἌḲҥ╪ ─ṉⱳ ḓˌ╬♬Ṓ

(15Ц BỢ, 17Ц YỢ)

ₐӤӉ( )

■ᴫ KISA 2017.8
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DB♥ἳ ̻ ■ PC› ῴἘ Ӣᵎ ḡ  ʾ⁸

1) ѻ˾: ῸἛ ӥ Ḥ Ợ╪ Ḣᶷ, ᶉ▀ Ṩ ▀ ˌṚ ˁ₀ ╙ᶹ╬⅝ל) Target ̆ APTᴛ ◑͙ʼ ξר ̑˶)

2) ˡỮ ѻ˾: ╪ DB♪ἶ ́♬̓ ᾅ√ӥ(ID/PW) Ӧ

3) Ὕֿפ ѻ˾: ♪ἶ ̾ ▫ʺ Ṩ◓ַא▀ ԅ (ᵡ Ợ↔▫ʺ Ѥ ˦ ᴀ) DB♪ἶ ⁴ ҍ↔װ ˌ╬♬Ṓ ▀ Ӧ

4) ┘ ѻ˾: ˌ╬♬Ṓ ▀ ╬ С ┬

Select  * from 
VIP_customer

Ѿᵦ⁄ ҍ Ⱡ‡̾ Ṓ, 
DB♪ἶ ̾ (ID/PW) Ṓ

̾ ▓Ѥ DBA╥ ḹ♠╬
DB♪ἶ▐╙ ʺ◑ ⁴ DBⱳ

ῴἘ Ӣד█(≥ở╧ ḟᶴ, Target E-mailӫ) 

DBḟ ṅ[proxy]

ˉ╩♩ṏ ╪ №ṥ┘
(ftp, HTTPS№)

ˌ╬♬Ṓ ̓ѻ ⱳ
Ⱡ Ḉẋ ΩṨ ┬

DB■Ợ

ῴἘ Ӣ Ҋ ѻᵣ ṏ (EDR), Ἁḯ 2 Џ╩ּצ, ˉ╩♩ṏ ̐ѸⱭ ♫, ˉ╩♩ṏ ┘ ♫(DLP)

╩ О

APT̎˳ ┘ (11,16)

http://www.quest.com/oracle/
http://www.quest.com/oracle/
http://www.quest.com/sql-server/
http://www.quest.com/sql-server/
http://www.quest.com/db2/
http://www.quest.com/db2/
http://www.quest.com/toad-for-cloud-databases/
http://www.quest.com/toad-for-cloud-databases/
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≥ „ ᵖ ╧ἧ╖ ˼┘  ˉ╩♩ṏ Ɑ (IPἚ )

Á Ḵ⁄ ӎ ˠ῭(!), ы♠╖ᴛ ὡ ᾕᵣˠ╥ ⱳ

Á ͙Ⱶ Ḣᾏ╖ᴛѤ 1 ⁴ˌ╥ Ἄ⁄♩תּ ʻʻ Ḵ῭ ⱳ Ѥּת,  ̐⁄Ἄ 1 Ḵ ⱳ Ѥּת ᾏṊṬʺ

Middle Ware / WAS

Middle Ware / WAS

╩ О

̃ˊ♩ṏ╢ Ɑ (HTTP GET) : ḱ› ˉ╩♩ṏ ӋˉῪ

Select  xxx from VIP_customer

1) Ợ♠ ╪╫ ̯ ╥ҵ
2) ῸἛ ӥ ˁ₀ ̾ ▫ ♪ἶ ─◑

♬҉ ‡ ᵙ ╪Ἢ╥ DB 
Query ╪ᶒ Ḵ⁄ ἵװ ⱳ

ᴴ⁄ҵ ὡ /ὡᵣ ḙṓ
ὡˌ∩⁄ ὡḥᵣˠ Ӧ

ˉ╩♩ṏ
/♣Ҋᵖ/♣קּ Ἔ

WebAPPsˉ╩♩ṏ ᵖ ᾋᾂ Ҋ ♩╢, ̐ѸⱭ ṧἊ ⅔˝

/ϼṥ■ Ś'≥)„ ᵖ ╧ἧ ˼┘ś┘

http://www.quest.com/oracle/
http://www.quest.com/oracle/
http://www.quest.com/sql-server/
http://www.quest.com/sql-server/
http://www.quest.com/db2/
http://www.quest.com/db2/
http://www.quest.com/toad-for-cloud-databases/
http://www.quest.com/toad-for-cloud-databases/
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2018 ***͖ḉ/ˉ╩♩ṏᶱѻⱭ ḐѸ↔ᴘӢ

2 ♩҆ צּ╩ ♇ ᵎ Ἁ ᴘ͋╩

3 ʼѾ ⱳ▬╖ᴛ ▫ᴮ ⱳ ̾ Ӧ
╥∟ᾒ

1 ♥͍ ̻ ˾♩ ♩҆ Ḙ͒

**∟ ϿṨ ἌḲ(OLAP)

4 ▫ᴮ ҍװ ѻ⇔ᴛӥ

5 ⇔₅ ҅҉▫Ѥ Ϯַא⁄‒ ṕ Ợᾒ ╬

6 ‡Ԑ ▫ᴮʺ Ϯ˅Ѥּת ♬Ṭʺ

‡ ᵙ ╪Ἢ̾ Ⱡ₮♪ἶ͙ᴜ̕ᵙ
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FACEBOOK 5 BIL  penalty
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♅↑ ╪♩ ╧ὺ №Ợ

ᾋ שׂ
͑║ἉẈᾂ› Ҋ ׇ→Ӣ ἉẈᾂ

↑ ♫
ׇ→Ӣ› ˉ╩♩ṏ Ҽ ↑

Ḷ ̐Ҋ͖ Ẉᾌṇ Ɑ ʷ Ḷ♅╩ ͍˛ʷ ╘
ʷᶕ Ɑ ╧ › ˉ╩♩ṏ ♫3

■ ♫̎

6√ ̃ᾋ ᾋ שׂ
шʷ╢ ˉ╩♩ṏʷ ┘ ӄ‰ѡּק

╩ṩʷ
ш̬╢ ˉ╩♩ṏ Ɑ ѡּק ♥ἳ

͖ᴙ ♄◌ ╢ᶱ

Ḷ ̐Ҋ͖ ˉ╩♩ṏ ʷḯЎᾂ ╪∙
♩ṏ ᾍᵩḶ̐ ˉ╩♩ṏṏṏḶ╢

ˉ╩♩ṏ ṏ ͈♩

6.13╪ṥ ᾋ שׂ קּ͑רּ˸ ♆҂♫ ᾏᾋ 5Ɑ╧ừ, 5 ‟╧ừ ISMSҊừ

2019У ˉ╩♩ṏ ̒ᴍ ⅔ד 5Ҋ Ṇ˼ ở

ở ḳ ͈♩╕ ᴘ╓͑︠̐ ,̃  ˃

ˉ╩♩ṏ ṏ ₫ ↑╢ ͉
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ˉ╩♩ṏ
ṏ Ḷ

♩ṏ ᾍᵩḶ
♆■͑║
Ḷכ˛

NYCRR

ᾍ↑♩ṏḶ

GDPR

1. ˉ╩♩ṏ ͈♫

♬Ṓ ᾐᵬḹ̓ ˌ╬♬Ṓ Ṓ ḹ╥ ⁴ ˌ╬♬Ṓ Ṓ ḹ╖ᴛ ▀∟
ˌ╬♬Ṓ ─∟ ╥ ─Ữ ˆ
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2. ʷᶕ Ɑ ᵎ ˉ╩♩ṏ ↑ שּ

ʺᶘ ⱳ ᵑ ˌ╬♬Ṓ ҿ╥′Ѥ Ⱡ3▫ Ⱡ̑ Ӯ
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3.ˉ╩♩ṏ ᵖ ᾋᾂ ♥ἳ͖ᴙ̒ᵖ
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3. ˉ╩♩ṏ ᵖ ᾋᾂ ♥ἳ͖ᴙ̒ᵖ
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4. CISO ˸ּקּ͑ר
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4. CISO ˸ּקּ͑ר
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4. CISO ˸ּקּ͑ר Ř͖̎̎̒╕?

♩ṏṏ ▄̒ ♩קּ ╢ᶱ ̇■ᴘ ♆■♩ṥḶ ˉ♩ῶ Ḙ╢ 2019.3 
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ˌ╬♬Ṓ ╪ג Ợ╪ ⁄ ˢ ἐװ ̕ᵙ▫╥ ╥ᶴᵑ ѻ ‒ ѱѻ

ˉ╩♩ṏ╢ ͖ὢ♅ ♫ ˾ ̬

ˉ╩♩ṏ ̒♫ / ẉҢ╧ ᵖ

Ҽ⸗˾ ͉╧ừ
ṏ Ɑ Ὕכ

Å͙ ̕╥ ─Ữ, ▫⁴ᴏ, 
–♩ ὡר⁄ ӻגἌ
ἐⱠ♠ ▫ ╘
♠ ▫ ˺♬

ˉ╩♩ṏ №ṥ

┘ ♫

͖Ⱳ ┘ ở̃
◐Ḙḟּק

Å͙ Ⱶ ˌ╬♬Ṓ

┬ Ợ̆ṪἍ ḓ

◓ḛḢּת

ˉ╩♩ṏ
(ᶱѻ)ṏ┘

ῴ

Å̩ ╬♬ṒṒ ḹ,

Å♬Ṓ ᾐᵬḹ⁄Ἄ

͋♬ ἵ Ͽ↔ ὡר

ׇ╧†ᾂ Ὕכ

̭ϼ ̭שׂ&

♩ ̭

ˉ╩♩ṏ
(̐Ѹ/Ẉ̻ ■)

Ɑ ♫
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Cloud DLP

Mac DLP

Linux Desktop DLP

Windows PC DLP 

Server DLP

Mobile DLP

ˉ╩♩ṏ ■Ợ ᾌṇ


